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1. Purpose of the policy

The policy outlines the actions the school will take in the event of a threat to the school community;
activation of a full or partial lockdown. The Policy also details the process for full evacuation in
response to a threat.

2. Lockdown Procedure

X

Key terms:

¢ Full Lockdown - this signifies an immediate threat to the school and may be an escalation
of a partial lockdown. A full lockdown is designed to cease the running of the school in
order to secure both adults and children inside the building.

o Partial Lockdown - this is a precautionary measure but puts the school in a state of
readiness (whilst retaining a degree of normality), should the situation escalate. The
school will be internally operational but there will be a degree of limited movement and
preparatory steps in order to move efficiently into a full lockdown as the situation
necessitates.

Landau Forte Greenacres uses the following Protect UK ACT for Education website to inform staff
and pupils how to keep safe https://www.protectuk.police.uk/

These links are used to help pupils understand the three basic principles of keeping safe in a
lockdown situation, particularly if they are outside the main buildings at the time: Run - Hide - Tell.
This fits with the work they get on ‘stranger danger’ in the Personal Social Health Education (PSHE)
curriculum.

Lockdown procedures may be activated in response to any number of situations, but some of the
more typical might be:

¢ areported incident/disturbance in the local community (with the potential to pose a risk to staff
and pupils)

e an intruder on the school site (with the potential to pose a risk to staff and pupils)

e awarning being received regarding a risk occurring locally, such as of air pollution (smoke plume,

gas cloud, etc)

a maijor fire in the vicinity of one or both of the school site

a neighbouring school going into lockdown

Information that a pupil poses a risk to the wider pupil body such as in possession of a weapon

the close proximity of a dangerous dog roaming loose.

All key members of staff have been allocated a radio in order to communicate. The following staff
members must ensure they have their radio on them at all points during the day:

Executive Principal — Andrew Deen

Principal/Headteacher - Gareth Thomas (Interim)

Vice Principal / Deputy Head — Claire Poynton and Laura Percival (Interim)
SENCO - Claire Poynton

Site Manager — Paige Austin

Admin Manager — Sarah Tomson

Other radios are available so wider staff team can be alerted too
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During before / after school clubs and Holiday Provision

¢ Site Manager/ Lead

Hive Manager / Staff Lead
Club Coordinator

Full Lockdown Procedure

In the event of an intruder on site or other situation that necessitates full lockdown, the following
procedures need to be followed and implemented as quickly as possible to protect everyone.

1.

10.

11.

12.

13.

14.

15.
16.
17.

Staff member to initiate lockdown procedure by contacting reception from a phone or radio
using code word PURPLE OCTOPUS in (clearly state location) — staff member should
repeat this three times. If any other staff/ pupils are in immediate vicinity, they should calmly
ask them to get to a room as the Principal is waiting for them.

Admin Manager on receipt of the above code word will immediately alert the Principal and/or
designated member of SLT who will consider the threat and authorise the full lockdown alert to
be sent and decide if 999 should be called.

The Admin Manager or Principal/designated SLT will send the telephone message function to
alert all telephones across the site, via the speaker phone function, stating that we are going
into a full lockdown.

The Admin Manager or Principal/designated SLT will then send the appropriate notice to all
staff computers, informing staff if this is a full lockdown.

A member of SLT, or delegated site team or admin team will alert any classes, pupils or staff
that are outside by going to the playground and blowing 4 clear blasts of their playground
whistle to alert staff that the lockdown is in process.

If any pupils or staff are outside the building, staff will use the playground whistle to signal to
pupils that they must make their way inside as quickly as possible, if it is safe to do so. Staff
and pupils should try to enter the main building, rather than the external cabins, and make
their way to the nearest classroom.

If it is lunchtime or playtime, all children should be directed to go to their classrooms/the main
school building if they are usually in a mobile classroom and staff not on playground duty
should go directly to their year group classrooms and continue to follow full lockdown
procedures.

At the safest opportunity, Admin Team or SLT will lock the green front main door, and their
outer brown door, after ensuring there are no staff or pupils in the car park space

If safe, the Admin Team will use MCAS messaging service to alert parent/carers to the
lockdown

The Admin Team must secure themselves in the main office by locking the door and pulling
down the shutter.

In the case of a chemical/ biological threat, Site Team to switch off ventilation system for the
main building. Staff in the portable cabins to turn off ventilation system in those spaces.
Kitchen staff must cease all cooking activity, secure the area using shutters and locking
external and internal doors. Turn off all equipment that may make noise or pose a risk.

If there are any pupils or staff off site, the Principal will contact the lead staff member
coordinating the trip and alert them to ensure they remain off site for the duration of the
lockdown and provide any other relevant safety instructions in a timely manner

All staff to check outside their immediate rooms to ensure no pupils remain in open areas,
cloakrooms or corridors. Staff to instruct pupils to move into the nearest classroom/safe space.
Staff should, if safe to do so, check washrooms and move children into a classroom space.

If safe to do so, lock any exterior doors as priority.

When in the classroom/work-space, staff should:

- If safe, lock all internal doors from the inside

- Seek to create a barrier / blockade preventing easy access;

- Ensure windows are closed and blinds are closed,;

- Instruct everyone to be out of lines of sight and as close to the floor as possible;

- If possible, take cover and use furniture to hide;

- If possible, cover any interior windows that look into the hallway;

- Support pupils to be as quiet as possible;
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18.

19.
20.

- Ensure mobile phones or any noise-making device is switched to silent/vibrate mode.

Staff to take a register of pupils in their classrooms, making note of any extra or any missing
pupils. If possible and safe, staff to use email or messaging on phone to communicate any
concerns to SLT.

Staff will monitor their school email account for any information updates sent by SLT.

Await further instructions via telephone speaker phone system/computer screen/ school email
account.

Once lockdown procedure has been initiated, senior staff will conduct an ongoing and dynamic risk
assessment based on advice from the Emergency Services, which should then be communicated to
staff and pupils.

Staff and pupils remain in lockdown until it has been lifted by a member of SLT/emergency services.

Partial Lockdown Procedure

1.

10.
11.

12.
13.
14.

15.

16.

Staff member to initiate lockdown procedure by contacting reception from a phone or radio

using code word PURPLE OCTOPUS in (clearly state location) — staff member should

repeat this three times. If any other staff/ pupils are in immediate vicinity, they should calmly

ask them to get to a room as the Principal is waiting for them.

Admin Manager on receipt of the above code word will immediately alert the Principal and/or

designated member of SLT who will consider the threat and authorise the partial lockdown

alert to be sent and decide if 999 should be called.

The Admin Manager or Principal/designated SLT will send the telephone message function to

alert all telephones across the site, via the speaker phone function, stating that we are going

into a partial lockdown.

The Admin Manager or Principal/designated SLT will then send the appropriate notice to all

staff computers, informing staff if this is a partial lockdown.

A member of SLT, the site team or admin team will alert any classes, pupils or staff that are

outside by going to the playground and blowing 4 clear blasts of their whistle to alert staff that

that lockdown is in process.

If any pupils or staff are outside the building, staff will use the playground whistle to signal to

pupils that they must make their way inside as quickly as possible, if it is safe to do so. Staff

and pupils should try to enter the main building, rather than the external cabins, and make

their way to the nearest classroom to complete learning activities.

If it is lunchtime or playtime, all children should be directed to go to their classrooms/the main

school building if they are usually in a mobile classroom and staff not on playground duty

should go directly to their year group classrooms and continue to follow partial lockdown

procedures.

At the safest opportunity, Admin Team or SLT will lock the green front main door after

ensuring there are no staff or pupils in the car park space.

All staff to check outside their immediate rooms to ensure no pupils remain in open areas,

cloakrooms or corridors. Staff to support pupils to return to their classroom.

Staff should, if safe to do so, check washrooms and move children into a classroom space

Staff should then:

- lock exterior doors

- close windows and blinds

- prevent movement of pupils in or out of the classroom for the duration of the lockdown
process

Take a register of pupils present — communicate any missing pupils to reception.

Continue teaching as normal.

Staff will monitor their school email account for any information updates sent by SLT.

Await further instructions via telephone speaker phone system/computer screen/school email

account. The message will either be to progress to full lockdown or return to safe, normal

running of the school

Once lockdown procedure has been initiated, senior staff will conduct an ongoing and dynamic

risk assessment based on advice from the Emergency Services, which should then be

communicated to staff and pupils.
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17.  Staff and pupils remain in lockdown until it has been lifted by a member of SLT/emergency
services.

Fire alarm during lockdown

At any point during the lockdown, the fire alarm may sound which is a cue to evacuate the building.
Staff should be mindful that the fire alarm may have been activated by the intruder. As a result, if
safe, a member of SLT will check the fire panel and identify the activated zone and seek to safely
establish if there is a real threat of fire. Staff will be alerted if there is a need to evacuate. If not, they
need to remain in lockdown.

Lockdown during before / after school hours / Holiday Provision

Lockdown procedure should still be initiated if necessary during breakfast club or after school clubs.
In this instance, the Site Staff member will take the lead of managing the lockdown process. The
Site staff member should alert the Principal as soon as it is safe to do so. If there is not Site Staff
member present on site, the emergency contact number should be used to alert the Site team at
Amington. The procedures remain the same bar the tasks assigned to the Admin Team; the Site
staff / most senior person present on site should make a judgement about full or partial lockdown
ideally in collaboration with the Principal / SLT /Site Lead at Amington over the phone. The lead staff
member / coordinator running each club should identify the safest indoor location to move pupils to
and seek to follow the process of locking door, windows, etc (see above process). Leads of
clubs/enrichment and the Hive should sign a radio out from reception and ensure it is turned on to
channel 8.

Full Evacuation of the school site (for example, in the event of a bomb threat or gas leak)

The following action will be taken if there is any threat to the safety of pupils, staff or visitors on site:

1. A meeting of SLT will be immediately convened in the Principal’s Office.
If evacuation is proposed, then all pupils, staff and visitors will be evacuated to the nearby
church.

3. Emergency Services will be contacted

4, From here further relocation may take place to Landau Forte Amington

5. A full list of names, addresses and phone numbers of every pupil in the school is stored
remotely can be accessed by a member SLT.

6. Parents/carers will be informed via MCAS app.

7. The Principal or a designated Vice Principal would be responsible for communication with the

CEQO, local media, Police and the Chair of Governors if necessary.

Bomb Threats See Appendix 1.

Such a threat will be evaluated by the Principal in consultation with the Police and the response from
school will follow the same procedure as a fire or full evacuation depending on the threat

Mailing and Deliveries See Appendix 2.

Dealing with Intruders

All members of staff should wear their identifying Greenacres lanyard. All visitors should have an
identifying Visitor lanyard. Staff should always challenge any person on site who is unknown to them
and/or who is not wearing a visitor’s lanyard. If it becomes clear that the person is a trespasser, they
should be asked to leave by the member of staff who has identified them. The Principal (designated
member of SLT) and other nearby staff should be notified immediately. If the trespasser refuses to
leave or causes a nuisance, the Police should be called. Lockdown procedures will be implemented.
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Communication in the result of a lockdown

Parents/carers will be notified as soon as it is practical to do so via the school’s established
communication network - MCAS

Depending on the type and severity of the incident, parents may be asked NOT to collect their
son or daughter from School as it may put them and the young person at risk.

Pupils will not be released to parents during a lockdown.

Parents will be asked not to call School as this may tie up emergency lines.

If the end of the day is extended due to the lockdown, parents will be notified and will receive
information about the time and place pupils can be picked up from the relevant members of
SLT or emergency services.

Parents will be notified when lockdown procedure ends and normal running of the school
resumes using the MCAS communication system

A letter to parents will be sent home as soon as possible following any serious incident to
inform parents of the context of lockdown.

Lockdown Drills

A lockdown drill will be held once a year.
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APPENDIX 1: HANDLING BOMB THREATS

Most bomb threats are made over the phone. The overwhelming majority are hoaxes, often the
works of a malicious prankster. Any bomb threat is a crime and, no matter how ridiculous or
unconvincing, should be reported to the Police.

Telephoned bomb threats are frequently inaccurate with regard to where and when a bomb might
explode, and staff receiving a bomb threat may not always be those trained and prepared for it.
Although they may be unable to assess a threat’s accuracy or origin, their impressions of the caller
could be important.

Receiving such a threat may be the closest that many people ever come to acts of terrorism, so be
prepared for affected staff to be temporarily in shock. Affected individuals may need counselling or
other support.

All staff who could conceivably receive a bomb threat need to have a good awareness of handling
procedures — or at least have ready access to instructions. Switchboard operators should be familiar
with procedures and rehearse them regularly. A list of actions to take on receipt of a telephone bomb
warning is reproduced in Appendix 4.

Generally, any list of actions to take on receiving a telephone bomb warning should be supported
with the following instructions to staff:

- Stay calm and listen

- Obtain as much information as possible — try to get the caller to be precise about the location
and timing of the alleged bomb to try and establish whom they represent. If possible, keep the
caller talking.

- Ensure that any recording facility is switched on (if available)

- When the caller rings off, make a note of their number via the phone’s display screen or dial
1471 (if that facility operates and you have no automatic number display) to see if you can
retrieve their telephone number

- Immediately tell someone from SLT. Itis their responsibility to decide on the best course of
action and who should notify the police. If you cannot get hold of anyone, and even if you think
the call is a hoax, inform the Police directly. Give them your impressions of the caller as well as
an exact account about what was said.

If it has not been possible to record the call, make notes for the Police utilising the “Actions to be
taken on receipt of a telephone bomb warning” (Appendix 4).
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APPENDIX 2: MAIL AND DELIVERIES

Individuals wishing to cause harm or disruption may use postal and courier services to deliver
hazardous items to target recipients. Delivered items can include letters, packets and parcels that
may contain:

- Explosive or incendiary devices

- Sharps or blades

- Offensive materials

- Chemical, biological or radiological (CBR) materials or devices

Anyone receiving a suspicious delivery is unlikely to know exactly what type it is, so procedures
should cater for every eventuality.

General Protective Measures

Bulky deliveries (for example, office equipment, stationery and catering supplies) are a potential
vulnerability. This risk can be reduced through measures such as: matching deliveries against
orders, only accepting those which are expected, using trusted suppliers whenever possible,
maintaining vigilance and inspecting deliveries.

Although any suspect item should be treated seriously, remember that the great majority will be false
alarms and a few may be hoaxes. Try to ensure that procedures, while effective, are not needlessly
disruptive.

Ensure that all staff who handle and open mail and other deliveries are and remain aware of the
possible indicators that a delivery item may be of concern, and the appropriate action to take upon
discovery of any suspicious delivered item.

Train staff who open significant volumes of post to do so with letter openers and the minimum
movement, to keep hands away from the face and always to wash their hands after such work. Staff
should not blow into items or shake them.

If staff have concerns about a delivered item or mail, he or she must immediately inform SLT.
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APPENDIX 3: INDICATORS OF POSSIBLE SUSPECT PACKAGES

Any of the following signs should alert members of staff to the possibility that a letter or package
contains an explosive device.

Grease marks on the envelope or wrapping

An unusual odour such as marzipan or machine oil

Visible wiring or tin foil, especially if the envelope or package is damaged

The envelope or package may feel very heavy for its size

The weight distribution may be uneven: the contents may be rigid in a flexible envelope

It may have been delivered by hand from an unknown source or posted from an unusual place
If it is a package, it may have excessive wrapping

There may be poor handwriting spelling or typing

It may be incorrectly addressed or come from an unexpected source

There may be too many stamps for the weight of the package
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APPENDIX 4: ACTION TO BE TAKEN ON RECEIPT OF A TELEPHONE BOMB THREAT

1. Remain calm and talk to the caller

2. Note the caller’s number if displayed on your phone

3. If the threat has been sent via email or social media see appropriate section below
4. If you are able to, record the call
5

. Write down the exact wording of the threat:

6. Ask these questions (if possible):

- Where is a bomb right now?

= What does it 100K IKE? ... .. e
- What Kind of BOMD IS It? ...
- What will cause it 10 eXplode? ... ..o
- Didyou place the bomb? ...
c Y 7 e

- What is your name, address, telephone number?

8. Inform the Senior Leadership Team

9. Contact the Police via the Senior Leadership Team
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ALSO RECORD THE FOLLOWING:

Time and date of the Call ....... ..o e
Length Of the Call..... ..o e e e
Extension number at which the call was received....... ...
About the caller

S X Of CallEr ...

I F= 110} =1/

Threat Language

Well-spoken Irrational Taped

Foul Incoherent

Was the caller reading @ MESSAgE? .......oiniiiiii e

Callers Voice
Calm Crying Clearing out Hoarse

Angry Nasal Slurred Laughter
Excited Stutter Disguised Familiar
Slow Lisp Accent Deep
Rapid

If the voice sounded familiar who did it sound like?

VAt ACCENE 2 e

Background sounds

Street noises House noises Crockery

Animal sounds Voices Motor

Clear Booth Static

PA system Music Factory machinery

(O 1 1= T
SIGNAtUNE ... Date ..o
PNt MM e

*When complete this form is to be handed in to a member of SLT who in turn is to hand it into the
Police.
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